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1. Introduction

Axis Communications launched the body worn solution in 2020. Axis
manufactures numerous components which are used in this solution; however, a 3
party server is used for the in-vehicle server appliance. The model chosen was the
OnLogic K410 for its size, capabilities, and functionality. Axis developed a custom
Windows® image for this server which supports direct integration with the servers
DIO and ignition sensing. Axis also developed wireless offload capabilities. All of
these functionalities and software components come pre-installed on the Axis build
from OnLogic, the Axis-K410-V1 which can be ordered through OnLogic with the
Axis image and pre-configured with the Axis chosen components.

The primary use case for this solution will be for law enforcement or security
force type end customers who need both an in-vehicle camera system and a body
worn system that work together. However, body worn cameras are NOT required for
this solution to be used, meaning this solution can be used in a variety of segments
and solutions with just the in-vehicle component.

This document will guide you through the deployment of this system. This
document will not discuss how to acquire power from a battery and deploy a
constant power and switched power distribution system or how to program and
generate triggers from a lightbar controller. This document assumes these systems
are already in place and the integrator has prior knowledge of these types of
systems.

2. Prerequisites

Axis body worn camera deployment

AXIS Camera Station - central server
Robust wireless network

Bench configuration

Prior or during the deployment of the Axis in-vehicle solution, it is recommended to
deploy the Axis body worn camera solution. In the camera profile section, ensure that
Broadcast and Receive Wireless signal has been toggled too on. In the about section
of the AXIS W800 System Controller you will find the system ID which will be
deployed into the Event Bridge for OnLogic component further along in this guide.

This guide is primarily focused on the deployment of the in-vehicle solution, however
there needs to be serious consideration of how the central server receives the in-
vehicle video as well as the body worn camera video. The server needs to be
licensed and sized accordingly. This will be covered in more detail later in this
document.



o A typical officer will record around 3hrs of video per shift. That could potentially
generate 32GB of data total which will then need to be replicated. With that in mind as
a data point, if you have 10 officers per day with a retention time of 90 days: (10
officers) x (32GB) = 320GB per day (90days) = 29TB. This math is based off of the
above information and 2 1080p cameras; one forward facing and one transportation

area camera, recording at 30FPS.

e The amount of storage required for the body worn camera (BWC) will also need to be
calculated. 1hr of 1080p BWC video will generate 5GB of data. An officer records
rough 3hrs per shift. (5GB) (3hrs) = 15GB per shift per officer. Multiplied by the

number of retention days will help size the system appropriately.

One of the most critical aspects of this entire solution is the network infrastructure.
With the potential for multiple vehicles, needing to offload at one point:
e The network should be provisioned to be able to handle the load that is

about to be placed on it.

e The access points should support 1GB or above depending on the

anticipated network load.

e Whatever access point are used, if more than one is required, ensure they

do not overlap and are tuned to work together.

e Size out the number of access points depending upon how many vehicles

will be allowed to connect to each AP at one time.

It is highly recommended to pre-configure as much of this system as possible
prior to physical install. If the Axis-K410-V1 server is pre-programmed with the Axis

F91 series and all of the wireless information, then the vehicle upfitter will just need to
do the physical install, and the rest of the system should function upon leaving the
upfitter.

3.

Example parts list

Example Parts List Per Vehicle

Make Model Part Number Suggested QTY per Description Additional Note
Vehicle

Axis F9114 01991-001 1 Sensor Main Unit Required

Axis TF9902 02360-001 1 F91Mounting plate Required

Axis F2115 02639-001 1 Forward facing sensor Required

Axis F4105 02364-001 1 Mini-dome Required

Axis 18355 01561-001 1 Digital mic Required/Swapable

Axis TU6004-E 02250-001 2 Sensor cables Required

Axis TW4100 02978-001 1 Windshield mount Required

Axis Indication LED (4 pack) 01765-001 1 Red indication LED Suggested/Swapable

Axis ACS License 0879-010 1 ACS License 1 Required per F91

Axis S1296 02543-001 1 Central server Suggested/Swapable
OnLogic OnLogic K410 Axis-K410-V1 1 In-vehicle server Required
Taoglas Stingray Antennas WA.500W.301151 2 Wireless/BT Antennas Suggested/Swapable

Not included: Wireless network nor body worn camera parts list

4. Initial Server Configuration




Upon receiving all of the equipment, it is recommended to organize all equipment per
vehicle. It is also recommended that each equipment’s hardware be pre-programmed
as much as possible prior to physical installation.

Once everything is laid out, connect the server to a screen, keyboard, and mouse.
Ensure that a network connection is available for windows updates.

The Axis-K410-V1 should ship with a power supply and connector. Ensure that the
middle ignition sensing pin is connected to the positive pin. This will simulate an
ignition power source for when Ignition Sense is enabled. Having power supplied to
the ignition sense pin prior to enabling ignition sense will not negatively impact the
system.

Now that power is supplied, boot the system on via the power button.

Follow the Windows boot prompts, name your system, and apply a password. Once
the initial Windows setup is complete, the desktop will begin to load and install AXIS
Camera Station.

Once the system has booted, rename the PC with the car number it will be installed
in. This will ensure that when the recorded video is transferred to the central server, it
will label each camera lens with the car number its associated to, making managing
video easier.

Set up the date and time to match the region.

Go to Remote Desktop settings and Enable Remote Desktop. This will make trouble
shooting and making any system changes easier once the system is installed.

Remote Desktop

Remote Desktop lets you connect to and control this PC from a remote
device by using a Remote Desktop client (available for Windows,
u'll be able to work from another device as

It is recommended to connect the server to a network with internet and perform all
Windows system updates at this time as well.

Once the windows updates have completed, it is time to setup ignition sense.



5.

Ignition sense configuration

The server supports ignition sense, which allows the server to be programmed to
perform different actions based upon the state of the ignition. It is not enabled out of
the box and has to be turned on and configured.

On the desktop there is a power shell script that assists in programming the
ignition-sense.

Right-click and Run as Administrator
Follow the system prompts
o Enter the number of minutes you want the server to stay on after the
vehicle has been shut off.
= At this time, it is recommended to let the server run for 2.5 — 3hrs
after the vehicle has turned off to give the vehicle enough time to
transfer recordings based upon a law enforcement shift. Please
adjust based upon your own network capabilities.

o Enter the number of seconds the server should be delayed for start-up
once ignition has been turned on.

= The recommended time is 10 secs and this is the default setting.
This setting will ensure that the server boots on after the vehicles
initial power surge when the vehicle is turned on. When ignition
is applied a vehicle can see a short voltage drop which could
result in the server not booting properly.

o Activate ignition-sense.

= Entera for yes.

o Activate low-power mode. This reduces idle power consumption.

= Entera for yes.

o The hard-off-timer will be automatically set for 1hr after the ignition timer
sequence has finished.

Once you run this script, the ignition sense will be enabled, and the non-
required components of AXIS Camera Station will be removed.

o For example: AXIS Camera Station Cloud, Secure Entry, Smart
Search, System Health Monitoring, and Vehicle Data will all be
removed. This will make AXIS Camera Station boot up faster when the
vehicle turns on.

At this point you need to REMOVE POWER from the server and allow it to
restart. Keep the power removed for at least 10secs. Re-apply power. This will
allow ignition sense to take over and the Auto Ignition and Watchdog lights on
the server will now be on.
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The server comes with 2 network ports and a wireless network card.

It is recommended that the wireless card on the Axis-K410-V1 have a reserved IP
address on the central network to ensure it always can connect to the central server.

For the two local ports, one should be set with a static IP address that would match
the AXIS F91 series camera subnet. The other port should use DHCP or match the
network scheme of the MDT/Laptop can communicate with the Axis-K410-V1 via
AXIS Camera Station Client.

It is recommended to pre-configure the server with the wireless network it will be
connecting to. If the SSID will be hidden, enter the hidden network name, security
type, password and check off Connect Automatically. This way the server will
automatically connect to the wireless network when it is within range or when it
returns to the station to begin the offload of video to the central server.

<

Add a new network

Axis Test

Security type

WPA2-Personal | AES

7. Camera configurations

The F91 series will be connected to one of the network ports of the server. The
server will supply POE power to the F91 series. For initial programming, both lens
should be connected to the F91 and the digital mic should be connected to one of the
audio in ports.
e Username and password: Log into the F91 series and setup a username and
password
e Overlays: Go to Video > Installation > Select the Lens on the right side that
represents the forward-facing camera > click overlays on the left-hand side
o lItis recommended to add the date and time overlay, name of car and
view type. Repeat for 2"¢ camera.



¢ Enable mic: Go to Audio > Device settings > Enable the Mic input that your
using > Select Digital input > Power Type Ring-power 12V > Apply changes
o If using a 3" party mic, select the right input and power type
o Adjust dB threshold as needed
o Apply changes
o Assign the mic channel to the right sensor. For example, if the mic is
installed in the rear seat area, ensure that the rear seat lens is
associated with the mic.
» Video > Stream > Select the sensor > Audio > Include > Select
the right input source. Input 0 = Mic 1 and Input 1 = Mic 2
e ltis possible to add this same audio channel to both video
streams so the audio is recorded on both streams.
¢ Network: Leave the F91 series as a DHCP network address or configured to
work within the vehicles network IP scheme.
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8. Server AXIS Camera Station
Configuration

In this section we will add and configure the Axis F91 series to AXIS Camera Station
running on the Axis-K410-V1.
e Ensure AXIS Camera Station (ACS) service controller is running in the bottom
right-hand corner and then open ACS.
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e Go to Configuration > Devices > Add Devices > Discover the F91 series lens
and add the Active lens’ > Choose Quick configuration > Retention time
should be unlimited > Recording storage Automatic > Recording Method None

Type to fiter

% Devices

Image configuration

PIZ presets

Management

External data sources

Time syrchronization

Add devices
Maruatsearch.. || Ente stream URLs.. | | Cancel
Nam IP Address

9 x
Status Manufacturer  Model
88A44F32487F A AXIS FO114
88 Axis AXIS FO114

Once the cameras have been added, it is recommended to rename them with where
they are placed.
e Go to Devices > Cameras > Right click > Edit

Now

create a view with these 2 cameras.

2 Configuration X

Type to filter

® Devices
Add devices
Cameras
Other devices
Stream profiles
Image configuration
PTZ presets
Management
External data sources

Time syrchronization

[

Storage
@ Recording and events
2 Client

& Connected services

= Server
Settings
Update
Components

Cameras

hange the names, addresses. and ports of cameras. You can also disable or remove the cam

Name
o

Address MAC address Model Channel Server
192.168.8691 BBAA4F32487E Ais AXIS F9114 Camera 2 CRUISERT
Edit Camers v
192.168.86.91 BEA4AF3. at CRUISERT
Settings
Enabled
N Rear Seat

e Bottom left corner click the + sign > New Split View > Name the view > drag
the 2 cameras in side by side > save the view

12



The microphone now needs to be added to the camera it belongs to.
e Devices > Stream profiles > Select the “rear seat” camera > In the microphone
drop down menu select the Built-in or line in mic > Apply

13



o If using the audio stream on both channels, repeat for 2" video
channel.

[ To e T I

Type to filter

Stream profiles

% Devices Create profiles for live streaming and recording
Add devices Name High Medium Low Server
Cameras “ Rear Seat 1920x108030 fps H264  1280x720 15 fos H264  640x360 8 fps H.264 CRUISER1

Other devices
| Front 19201080 30 fps H.264  1280x720 15fos H264  640x360 8 fps H.264 CRUISER1

Stream profiles

-

Image configuration
PTZ presets
Management
External data sources

Time syrchronization
Storage

Recording and events
Client

Video profiles Audio

Connected services
High Medium Microphone:

m o B & W

1080 (169) ~

Server

Settings

1920x

H264 - H.264 - H.264
Update 30
30

Componen! ts

Incident report

Zipstream

Scheduled export
Medium - Medum - Medium

B Licenses

Security Y Advanced

It is important for all of the systems to be time sync’d to ensure both the in-vehicle
video syncs with the body worn camera video. The F9114 shall use the in-vehicle
server ACS installation as the NTP server. The in-vehicle server shall use the same
NTP time server as the central ACS server and the body worn solution server. This
is why we will add the central server as the primary time sync server for both the
body worn system and the in-vehicle system. To make the in-vehicle server sync with
the central server:

e Go to > Devices > Time synchronization > click on the F91 series camera >
Enable time synchronization > Set the primary NTP server to use Axis Camera
station > Apply

e Now the in-vehicle server/cameras will retain the time sync with the same
server as the body worn cameras.

14



AXIS Camera Station Client

& car9s4 X Configuration X

Type to filter

Time synchronization

% Devices Configure the time settings on devices.
Add devices Name Enabled  NTPsource  Primary NTP server Secondary NTP server Alarm Server time offset
I & Front, Rear Seat, Rear... v Static = CAR1984 (169... % 00:00:00.8890065

Other devices
Stream profiles
Image configuration
PTZ presets
Management

External data sources

| Time synchronization
€ Storage
& Recording and events H
Enable time synchronization Windows Time service
Z Client Server: CAR1984
NTF source: | Static - Suatus: Running
q . NTP server: time.windows.com
& Connected services Primary NTP server O Secondary NTP server
= Server O Server address
. O Use AXIS Camera Station
Licenses
Send alarm when the time difference between server and device is larger than 2 seconds
GI Security
% Event Bridge for OnLogic
#® Recording replicator

The Axis Event Bridge uses the Manual Recording profile. The standard setting
records the High profile setting which will be 30FPS and 1080p per stream. A pre-
buffer can be applied when the event trigger to start recording is activated.

To configure a pre-buffer:

e Go to Recording and Events > Recording Method > Click on both cameras >
Under Manual change the pre-buffer to however many seconds is required. It
is recommended to match the same pre-buffer settings as the body worn
camera.

o If the pre-buffer is enabled, audio will always be recorded in the pre-
buffer. There is no way to configure the audio to be muted in the pre-
buffer settings.

15
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9. Recording Replicator

Recording Replicator uses the same JSON connection file as the Body worn system.
When video is recorded on the in-vehicle server, and then connects back to the
central server, the recorded video will be replicated onto the central server for long
term storage. The recorded video on the in-vehicle server will get over written based
up the storage retention time or storage available/allocated.

At this time, there is no check sum to ensure that video does not get over written
before it has had time to transfer.

Based upon the normal working shift of an officer, the in-vehicle server should
provide at least 30 days of storage/30 days to allow recordings to transfer based up
3hrs of recordings per officer per day.

Prior to generating the connection file and applying it to the in-vehicle server, it is
recommended that the central server running ACS and receiving the video, be
updating to the latest version of ACS 5, version 5.57.23929.

After ACS has been updated, it is recommended to renew the ACS certificate and
generate a new connection file before applying it to the in-vehicle server.
e Go to the central server > configurations > Security > Certificates > click on
Renew
e Close ACS > Restart the ACS service controller > Open ACS > Generate a
JSON Connection file

16



e Go to the central server > open AXIS Camera Station (ACS) > go to the
hamburger button in the top right corner > Other > Connection File > Export
o Save this connection file to a thumb drive and transfer it to the in-
vehicle server. This file can be used with all of the in-vehicle servers.
o You will need to update the connection file in the body worn
system as well with this new file.

Administrator AXISNVK-YHFKAL/
2 - O x

Now that the connection file has been generated, it can be applied to the in-vehicle
server. Ensure that the server is connected to the same network at the central server
and connect the USB drive with the connection file on it.
e Go to the in-vehicle server > ACS > Recording Replicator > Under destination
click browse > select the connection file > apply it
- If applied correctly, a Destination server name should populate
e Enable Scheduled backup

- Schedule should be set to ALWAYS. Recording Replicator will look for
connectivity every 3 mins and then begin offloading once connection
has been established.

e Select the cameras that have been installed in the vehicle
e Click Sync now to test the connection. If there is no recorded video, nothing
will transfer.

- Itis recommended to create a manual recording on each camera inside
of ACS and then stop recording and test the connection to ensure video
transfers to the central server.

- The in-vehicle server cameras will not appear in the central server until
there is video to be transferred.

17



10. Event Bridge for OnLogic

The Event Bridge for OnLogic, is a component of ACS that establishes a direct
integration between the DIO of the OnLogic server and the Bluetooth card, as well as
the ACS recording engine. This component makes the integration of event triggers
with camera recording and activation seamless. There are pre-defined Actions that
can be used, but Actions are highly customizable depending on which cameras you
want to activate and when.

The first thing that needs to be done is to enable the cameras to be used. Inside of
ACS, go to the Configuration tab:
e Event Bridge for OnLogic > Cameras > Toggle the cameras ON
e This is also where you can create custom Action Group’s which can be
programmed to start specific cameras for specific events.

- For example, if you wanted the rear seat camera to ONLY start
recording when the rear door is open, you can create an Action Group
and name it “Rear Seat Camera”; then add that camera to that Action
Group.

= An Action will then populate in the Action Tree “Start recording
on group: Rear Seat Door Open”.

= Associate that event trigger with the right input on the DIO and
wire the trigger wire to it.

18



& cart
Type o fiter
® Devices
Camera Name Enable

€ Storage
@& Recording and events fear seat -
@ Client i -
& Connected services
= Server

Licenses
A Security
[ Access control

M Recording replicator
Settings

R Event Bridge for OnLogic
| camerss™"

Settings

= cart Q& Configuration X

Type to filter

% Devices

€ Storage

@& Recording and events
2 Client

O Connected services
= Server

B Licenses

B Security

B Access control

¥ Recording replicator
- PREVEW
Settings
# Event Bridge for OnLogic

Cameras
PREVEW

Action Groups MAC address

BSALAFI2NETE
0 group has been selected

BBALAF3248TE
0 group has been selected

/" Action Group

Geoup 1D
80fdeebc-b111-421e-b4d4-3da4666b5a52

Model

AXS FI114

AXS FI114

xx
x ¥

Action Name
IV Rear Seat

CANCEL

19



Q2 configuration X | ==

: [ acron excurs |
‘.5 Devices
Camera Name Enable Action Groups MAC address
-
£ Storage
Rear Seat . 1 are has been selected
@& Recording and events yroup has been selected
& Client o Rear Seat

Connected services

Now that the cameras are enabled, go to the Setting Tab under Event Bridge for
OnLogic. This is where we will begin to populate the Action event tree for inputs and
outputs as well as associate the end users body worn camera system with the in-
vehicle server.

e Log into the end users body worn system via the AXIS W800 System
Controller. Go to the 3 ellipses in the top right-hand corner and click on About.
Copy the System ID into a notepad file and save it to the same thumb drive as
the connection file.

e Copy and paste this System ID into the Event Bridge under Body Worn
System ID. This will embed the AXIS W800'’s system ID into the Bluetooth
Beacon when it's generated, only activating BWC's that belong to that end
customers system.

About

System name Litchfield
System ID 47ff31cd-08b6-48f5-9b66-c97f0e31533a

Firmware version 11.9.55

b66-c97i0e315332
o
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e The DIO supports 8 inputs and 8 outputs. When Pins 1 (Power) and 2
(Ground) are wired, the inputs if the DIO will show RED. When the DIO is not
powered, or when a grounded input it triggered, they color will change to
green. The isolated digital inputs/outputs are enabled by default and require
an external power source (9 ~ 48 VDC) in order to operate. The outputs
function as open-drains, and should not be used to source more than 150mA
of current. The input of the DIO is pulled high when floating.

e Ensure that any event trigger applied to the input or output is a grounded
source.

This may require the use of an automotive, 12v, SPST relay to convert
the positive voltage trigger from the lightbar controller to a grounded
voltage trigger.

e The Event Bridge supports drag and drop programming. It is important to plan
out which Pins will perform which actions and document this, so the vehicle
upfitter wires the correct triggers to the correct pins.

For example: In this demo, | have Pin 3 wired to “Start recording on all
cameras” and Pin 5 set to “Stop recording on ACS cameras”. Start
recording on all cameras will trigger both the in-vehicle cameras to start
recording and will create a Bluetooth beacon to automatically activate
the BWC. Stop recording on ACS cameras will ONLY stop recording on
the in-vehicle cameras. The officer will need to manually stop the BWC
from recording.

The Bluetooth beacon will continue to transmit for as long as the PIN is
in an active state. Meaning that if any other people arrive on scene
wearing a body worn camera associated with that end user, and their
camera is not active, it will automatically turn on until the trigger is
deactivated.

If there is a desire to have the trigger be timed, the trigger source can
be configured as a timed relay if possible or a physical timed relay could
be put inline between the trigger source and the DIO on the in-vehicle
server.
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Type to filter

% Devices

€ Storage

@ Recording and events

2
& Client 3 0 4 | om

& Connected services
e 7

= Server LU U UL U™ I U U™ U™ ) 9
= ARARARRAAR A

Licenses e I

1
@ Security L] e 19

@ Access control 1 »

# Recording replicator

Pin 3{in 0]

Settings

I Actions

Start recording on body worn

Pin 4 [Out 0]

cameras &~

¥ Event Bridge for OnLogic - =
D Pins [In 1] I Stop recording on ACS cameras & |

Q Smart search 2 Pin7 [In2]
4 System Health Monitoring

Pin9 [In 3]

Sta

_ e

Pin 6 [Out 1]

meras &

Stop recording on ACS cameras when vehicle s shut down &~ Pin8 [Out 2]

Pin 10 [Out 3]

I Recording LED—) l

I Component Is Ready LED—=. ]

In the example above, there are also 2 output Actions which are pre-populated.

These are meant to support indication LED’s which can be utilized to inform the
officer that the system is up and running, and that there is an on-going recording and

that the system is up and running.

e These LED Actions should be dragged to the corresponding output pins. The
output pins are the even numbers on the DIO.

- For example: When an officer starts their shift they need to know their
system is up and running. This can be done by logging into the ACS client
on their Mobile Data Terminal or by visually seeing an LED which signifies
the system is up and running. Also, the most common method for starting a
recording is to activate the lights and sirens. When this action is used the
in-vehicle cameras will start recording and the recording LED (if supplied)
will turn on. When the lights and sirens are turned off, it does not stop the
recording. This recording indication LED will stay lit until the officer presses

the stop recording button.

o Axis LED’s or any 3™ party 12v LED’s can be used in this

application.

11.

Creating a client user

The local MDT/laptop in the vehicle can connect back to the in-vehicle server using
ACS Client which should be loaded and installed onto the vehicle’s MDT/laptop. This
can be don’t by setting up a guest user on the in-vehicle server for the person in the

car to use as a login.
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Navigate to computer management on the server > Local users and groups >

users > add a user as the Police Dept. name > add a password > uncheck

user must change password at next login > checkoff password never expires.

In ACS add the user you just created under User permissions

- Configuration > Security > User permissions > Discover the windows user
> add

Type to fiter .
User settings
These settings apply to the current AXIS Camera Statior
% Devices
s
€ Storage Navigation system
»
@ Recording and events
2 Client
- ] »
Client settings
| User settings
Streaming »
. »
O Connected services
»
B Server Show intercom notification window »
1
E Licenses Snapshot
@ Security When a snapshot is taken show a message a»
pen the snapshot folder a»
¢ Event Bridge for OnLogic
Users\axis\Pictur Browse...
R Recording replicator
Startup
Start in full screen [ o)
Remember last used tabs [ o]
Remember last used monitors @
Sound on alarm
O No sound
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& Recording and events
Z Client

S Connected services
= server

& Licenses

& Security

User permizsions

Certificates

M Event Bridge for OnLo

M Recording replicator

A wsiary

Show Scop

Uses

teuipe

Available domain users/groups
Tyw te fite

Hame Datals

gic

g': & Computer Management - [u]

Gt File Action View Help
i e

e 25 6= B

& Computer Management (Local|| Name Full Name Description Actions

v {f} System Tools

Built-in account for administering... Users. P
> (@ Task Scheduler

¥, Guest
¥, WDAGUtility...

Username:  [AXISPD

Full name:

e Assign the user permissions to ensure they only have access to view the video
and have very limited access rights.

For example: assign the user to be an operator > under Role click on
Cameras > check off access to video and audio > Click Views > check off
Access to the View you create above > under System ensure that the only
item checked off is Prevent access to recordings older than: X minutes >
Save

= |n this example 1440 minutes is used as that represents 1 day

= This is all highly customizable
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O Ac
Cameras stern
Name ~ Access d Audio list dio Manual re anical PT.
1 ® O (m]
® O O
Role

O Administrator © Operator O Viewer

An operator can access selected functionality and live and recorded video from selected cameras.

Type
Cameras | Views | I/O | System
Name Access Edit
Wl Car 1 (m]

Role

O Administrator © Operator O Viewer

An operator can access selected functionality and live and recorded video from selected cameras.
Typ|

Cameras | Views | I/O | System

[ Take snapshots

O Export recordings

O Generate incident report

Prevent access to recordings older than: | 1440|| minutes

O Access alarms, tasks, and logs

e Adjust the User Settings for when the officer logs in to the ACS client it
appears the same way every time.
- For example, copy the setting below:
= Configuration > Client > User settings > copy settings in image
below

12. Licensing AXIS Camera
Station

The in-vehicle server needs to have a license applied to AXIS Camera Station. This
is the only license that needs to be applied to the in-vehicle server. The F91 series
brought into ACS, requires 1 camera license.
e To apply the license you must have an Axis Communications My Axis
Account.

e Once you have an account and have purchased the required licenses go to:
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Configuration > Licenses > Management > Register system online > Sign into
your account and apply the license key to the server in the AXIS License
Portal

- This system can be registered offline as well.

; Car1 X O Configuration X

‘ Type to filter

Overview
@ Devices A System registration needed
You need to register this system to activate the preloaded licenses.
€ Storage
& Recording and events . .
Register system online ©
z] Client Register system online in the AXIS License Portal using your MyAxis account.

‘ Register system online

& Connected services
= Server
Licenses
l Management
Device status
Keys
AXIS License Portal
&
A Systems
AXISNVR-PMA4EUPJ
License status Add license key Edit license admins
@ Steven Jussaume @
Al devices are license d RM(N(W_' Add
0 total devices
License KeYS ‘© Download license file
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The central server receiving the video will also have to be licensed and require 1
license per stream.

e For example: If every vehicle has 2 cameras, the central server will need 2
licenses per vehicle.

Ensure that when license are ordered, they are ordered per vehicle and
not as 1 large batch. For the central server, the license can be order in 1
large batch. If the central server is an Axis Server, it will come pre-loaded
with some licenses, so the math will just have to be done to ensure there
is enough licenses to support all the vehicles.

13. AXIS Camera Station
Client Install MDT

The officer may need to check the system status or want to view the video from
within the vehicle. The best way to accomplish this would be to install AXIS Camera
Station Client on the mobile data terminal and link it back to the server running in the
back of the vehicle. The client software is only a client so it will not install the server
application.
e Download AXIS Camera Station Client on a USB Thumb Drive
e Install the application on the vehicle MDT
e Open ACS client
e Under Remote server add the IP address of the Axis-K410-V1 in the back of
the vehicle
e Point the client to the IP address of the server in the rear of the vehicle
e Now when the user logs in they will only see the View that was created and
have access to:
- See if the cameras are up and running
- The current state if their recording or not
- And have the ability to go back and see recordings from 1 day
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Welcome to Welcome to

AXIS Camera Station 5 AXIS Camera Station 5

Connect to server(s) Connect to 10.10.10.1

O current user
O Other user

O Last used servers

O This computer

O Remote server: | 10.10.10.1 M Username: | AXISPD
Sign in to AXIS Secure Remote Access Password: | e

O togiin as current user O Remember me

Login Logiin Change Server

Type to filter

~ BB Views
M Car 1 - Cameras
* B Cameras

Car 1 Rear Seat
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14. Physical installation

In this section, we will cover the physical installation of the various components of the
Axis in-vehicle solution. The two primary components of this solution will be the AXIS
F91 main unit and the Axis-K410-V1 server. Both of these devices should be installed
in a secure location in the vehicle, preferably close to one another.

4
l ? "?. ::iz;”

AXIS TW4100 Front
Windshield Mount, AXIS F4105-LRE AXIS T8355

AXIS F2115-r Varifocal Digital 3™ Party
Sensor Dome Sensor Microphone Antennas

G

- am——y
e T

b _ S em
‘J

e

IN/[”EA'/”II”

Yy o

AXIS F9114 Onlogic Server
Main Unit AXIS-K410-V1

Using the supplied mounting brackets, install the server to a secured surface. Ensure
the server is close to the power distribution panels for access to power.

e Attach wall mounting brackets to the chassis using the provided screws. To
assemble, locate the four holes in the chassis that line up to the two
countersunk holes in each wall mount bracket.

- Screw type: M3x0.5 FH 120 Degree Length: 4 mm
Take care to ensure that the brackets are oriented correctly and that the part
of the brackets in contact with the mounting surface is positioned away from
the system to ensure a small air gap is maintained between the mounting
surface and the system. Install the four supplied screws.

Fasten system to the mounting surface (hardware not provided). The mounting
bracket systems are required to secure 3x the hanging weight of the computer
system. The mating substrate must be capable of maintaining the same rating.
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Use the supplied terminal block and wire the server to the power distribution panel
supplying both positive, ground and ignition voltage.
e This server supports 9 — 48 V DC power.
¢ This server will draw at max power 34.2 watts, in addition the POE power
available is 36watts, therefor a 7.5amp fuse should be used in-line between
the server and the power distribution panel.

The server has 2 network ports.
¢ Either port will supply connectivity and POE to the F91 main unit.

e The other port should connect into the vehicle network, allowing the mobile
data terminal the ability to connect with the server.

3
~
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Connect the DIO terminal block to the DIO port and supply 12v dc to pin 1 and
ground to pin 2.

e The isolated digital inputs/outputs are enabled by default and require an
external power source (9 ~ 48 VDC) in order to operate.
¢ The outputs function as open-drains, and should not be used to source more
than 150mA of current. The input of the DIO is pulled high when floating.
e The inputs and outputs require a grounded signal to be able to trigger an
event.
- For example: When a lightbar is turned on, an additional pin can be
activated on the lightbar controller sending voltage into the line. An
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inline 12v, automative, SPST, relay can be used in-line and wired to
convert that 12v signal into a ground which would then be wired to the
associated pin on the DIO.

GND

In0/QEPOA

0Outo/PWMO

In1/QEPOB

Out1/PWM1

In2/QEPOI

Out2/PWM2

In3/QEP1A

out3

SOCOOOOEEE)

In4/QEP1B

outd.

2 4 6 8 101214 16 18 20

AR
3 13 In5/QEP1I 14 Outs

13 5 ) 11 .13 15 9

15 In6 16 outé

17 In7 18 out7

19 CANL 20 CANH
ModBay DIO Pinout |

The server comes with a built-in wireless card and support for both 2.4GHz and
5GHz bands via an Intel wide-temp wireless-AC 9260 802.11ac Wi-Fi & BT 5.1 card.
This card supports 2 RP-SMA Male connectors.

e Connect the wireless antennas directly to the supplied connectors and mount
the antennas in an optimal location inside the vehicle or outside the vehicle.

- For example: If using the Taoglas Stingray antennas, these antennas
can be mounted inside the vehicle on an available window in an optimal
location, not requiring a hole to be drilled through the vehicle.

e Various antenna types and connectivity solutions can be used to connect the
system back to the end customers wireless access points on the building.

A\

The Axis-K410-V1 uses the Intel AC-9260NGW which is a wide temp
wireless card and when used in conjunction with the Taoglas Stingray
antenna, the coax cable needs to be at least 1m in length to comply with
the FCC regulations. Anything less will violate the radio grant allowance
for gain on 5GHz.
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The F91 main unit should be installed using the AXIS TF9902 Surface Mount
mounting bracket securing it to a fixed mounting location inside the vehicle. The F91
series should be connected to the server via a cat5/cat6 cable, as the server will
power the F91 main unit via POE power.

(] (] (] o

CAM 1 CAM 2 CAM 3 CAM 4

— AUDIO —

IN 1 IN2 ouT
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Run the coax cable for the 2 sensors through the vehcile from their install location
back to the FO91 main unit.

The primary cable runs for the sensor unit will be from the front windhshiled
back to the F91 main unit and from the transportation area back to the F91
main unit.

Once the coax cables are run and connected back to the main unit, the
camera sensors can now be installed.

The 2 primary sensor install locations will be the forward facing camera and the rear
seat area camera.

The forward-facing lens will use a combination of the AXIS F2115-R Varifocal Sensor
varifocal sensor and the AXIS TW4100 Front Windshield Mount. The AXIS F2115-R
has a 107-56 degree field of view.

The AXIS TW4100 mount and the AXIS F2115-R both have alignment
markers to assist with ensuring the sensor is mounted level. Align the sensor
marker with the marker on the adjustment ring from the AXIS TW4100.

Place the adjustment ring inside the mount and align the horizontal markers.
Connect the coax cable to the sensor.

Secure the coax cable using the supplied zip tie.

Prep the windshield surface with an alcohol wipe and let it dry.

Remove the 3M adhesive label.

Secure the mount to the windshield firmly holding it there for 10 secs.

Adjust the sensor unit as needed for the desired field of view.
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The transportation area camera will use the AXIS F4105-LRE Dome Sensor unit.
This unit is IP6K9K rated with an adjustable lens and integrated IR allowing the
camera to see at night. It has a 110 degree field of view.
e The AXIS F4105-LRE should be securely mounted in an optimal location in
the transportation area to achieve the best field of view.
¢ Once the location has been determined, connect the coax whip on the AXIS
F4105-LRE to the other end of the coax cable that was previously run.
e Use the supplied lens adjustment tool to both adjust the field of view of the
lens and adjust the focus of the lens if needed.

If the project requires a wider field of view to capture more of the transportation
area, a 144 deqree field of view lens can be purchased separately
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The AXIS T8355 Digital Microphone has a max spl of 130dB and is a hemispherical

microphone. It is IP65 rated and needs 9-13 V DC power supplied by the F91 main
unit.

e The mic has various mounting options allowing it to be surface mounted or
recessed behind a surface.

e Once an optimal location is found, route the mic cable through the vehicle
back to the F91 main unit and ensure the 3.5mm connector is plugged into the
mic port that is associated with the current lens.

e |tis recommended that the mic be installed somewhere in the transportation
area to ensure important audio is captured from the person being transported.

15. Central server setup

Now that the cameras and the Axis-K410-V1 are programmed and installed, it is time
to set up the central server and organize the in-vehicle cameras and body worn
cameras as well as user access rights for an optimal end user experience. This
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section will be a high-level overview of the best practices when configuring the
central server.

The topics that will be covered are:
e Video management
e How video transfers
e User access rights
e Folder and view creation
e Video playback and Exporting video

AXIS Camera Station is a video management software which allows for the unique
organization and management of recorded video. In this case ACS is being used to
manage in-vehicle and body worn camera video.

Axis body worn cameras can be assigned to a user. Once a user is added into AXIS
Body Worn Manager, the username will populate inside of ACS. All these users will
populate as a “camera” and as a “view”. Once all the users have been populated, it is
recommended to create a folder in VIEWS and add all the BWC users into one folder.
¢ Right click on Views > New Folder > Rename folder Body Worn Cameras >
OK > Drag all the body worn camera users into that folder; click on a user then
click shift and down to multi-select users

& Steven Jussaume X 0 Configuration

Type to filter

+ BB Views
* BB Crusier Cameras
~ @ Body Cameras
= Officer Jussaume
~ Steven Jussaume
=~ Steve Jussaume

n Kelley

The vehicles today cannot be assigned to a user. This is why the server was given a
server name that relates to the name of the vehicle. When recorded video transfer
over to the central server, it will come in with the server's name and camera name.
Video will only populate once the video has been recorded and replicated to the
central server. During setup, recording test clips should be performed and test
footage transferred to the central server, which will allow for verification that
everything is working, and easier vehicle organization on the central server.

Once all the vehicles have replicated some video, they will appear as a “camera” and
a “view”.
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Rick click on Views > New Folder > Rename folder Cruiser Cameras > OK
Right click on Cruiser Cameras > New Folder > Rename folder with the name
of a vehicle

Repeat and create an individual folder for each vehicle

Drag and drop each vehicle view/camera into the associated folder

2 Officer Jussaume X 0 Configuration

Type to filter

+ BB Views
v I Crusier Cameras
~ BB Car1
=~ CRUISER1 Rear Seat

=~ CRUISER1 Front

Now that all the video is organized, a user will be able to open the body worn folder
and the associated vehicle folder that they were assigned that day.

Hold ctrl and select the body worn camera and the vehicle cameras and drag
them into the view area.

Go to the recordings symbol and go to the date and time of the BWC incident.
Because the vehicle was assigned to that user on that day, the body worn
camera video will be aligned with the in-vehicle video.

The user can play the video back all at the same time and export the required
clips at the same time.
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* BB View
= @B Crusier Camera
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& CRUISER1 Rear Seat
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2 1
2
2 Steve ussaum
2 Tom Keley
2 WK
* B8 Home Camera:
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¢ Click on the export marker flags and adjust the timeline markers to the area of
footage that needs to be exported.
e Then click the Export button

”>
<

A
W 310204 ¥ A H O S I TR I PR [~ et

3:47:35 PM
42 ‘ P
CRUISER1 Rear Seat I Lxport qrea |
CRUISER1 Front “' {
- Tom Kelley . | . {
onnected to 1 server 1 failed ion update avadable A Alarms and Tasks @®

¢ Select the destination you want the file to be sent to
e Click export
¢ Now you in-vehicle video and BWC video are all in one folder with a file player
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B 22view | O Contigwation | I Export x |-

Switch o incident report

a CRUISER1 Rear Seat

@ Voo ioaousTII 1 mconds

A CRUISER1 Front (1)

a Tom Kelley (1

®

CEZI

) = | Export_2024-04-04_14_45_05_360

* > Export_2024-04-04_14_45_05_360

AXIS.

A& Quick access —

I Desktop *

& Downloads ‘

| Documents * . “

AxisFilePlayer CRUISERT CRUISER1 Front Tom Kelley
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Server 5.52.56956

@ OneDrive - Personal

When exporting video ensure that audio is included in the stream if audio was recorded.
This setting can be configured on the central server to always be enabled by going to:

Configuration > Server > Settings > Check off “Include audio when adding recordings

to the export”

® camseacage | O comouaon x

Type to filter Export
) 8 include audio when adding recordings to expor
% Devices @ ° 9 to expert
Add devices Logs
Cameras

Other devices
Stream profiles
Image configuration
PTZ presets
Management
External data sources

Time synchronization
Storage

Recording and events

B ® W

Client

0

Connected services

i

Server

Settings
Update
Incident report

Scheduled export

Number of days to keep alarms, events and audits: |30 |~ | v

External data

Number of days to keep external data: |90 | ~ [+

SMTP servers

SMTP servers are used in the same order they're listed.

Address s Authentication

System alarme
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Digital
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Wiring Diagrams

Coax
Audio cable

Network cable

AXIS F4105-LRE
Dome Sensor

Axis-K410-V1

AXIS F9114
Main Unit
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Primary power and connectivity

Ground

Network

Switched

F91 POE

Constant

Wire Size and Fuses
It is recommended to use 16AWG wire from
the power distribution unit to the server.

The server should have a 7.5amp fuse inline
from the positive power source to the server.
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Powering the DIO
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Wire Size and Fuses
It is recommended to use 18AWG wire to
supply power and ground to the DIO.

Ground

The DIO should have a 1amp fuse inline
from the positive power to the server. It has
a max output of 150mA.

Constant

Event Trigger Wiring

uopiugd) ‘oiny
WISoo1py

(L) onNLoGIC

LBS{'\—J

Wire Size and Fuses
It is recommended to use 18AWG wire to supply a

;_ssi 1% grounded event trigger to the DIO.

12v SPST Automative Relay

grounded event trigger. The most common method
I will be to use a 12V SPST automotive relay in-line
from the 12v trigger source such as a lightbar.

86‘ . Heeteree® 1 To trigger an input/output, the DIO needs to receive a

Common ground
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Indication LED Wiring

Switched
Power

WISoip

(L) onNLoGIC

Wire Size and Fuses
It is recommended to use 18AWG wire to
supply a grounded event trigger to the DIO.

The LED’s will be grounded to the output
terminals and will become lit when the
Component is ready and when a recording
is on-going.

Any 12v LED will work. The DIO supports no
more than 150mA.
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Manually Programming Ignition-sense

Ignition-sense can be manually programmed. The pre-programmed PowerShell script
should be used initially, however the need to adjust the hard-off-timer or the
shutdown-voltage threshold may arise. After running the PowerShell script, this is
how additional settings can be applied.

Make sure that you have downloaded the OnLogic Hardware Control Application and
placed it on the desktop of the in-vehicle server. The file can be download here:
https://static.onlogic.com/resources/firmware/utilities/hwc 1.2.0.zip

- Unzip the file and place the folder on the desktop

- Rename the folder on the desktop to HWC

- Open the folder and rename the HWC file HWC

- Go into AXIS Camera Station > Server > Components > right click on Event

Bridge > Stop

Programming

1) Run command prompt as the Administrator

2) Now you will need to “cd” (change the directory) to direct the commands to the
hwc folder

3) Type: cd c:\

4) Type: cd users\axis (axis = PC admin name)

5) Type: cd desktop

6) Type: cd hwc

a. Now you will be able to begin programing the timer shut down
sequence

7) Type: hwc ign set ignition-sense -v 1 (This will enable ignition sense and the
server may reboot)

8) These are the additional commands you can program. Just by enabling
ignition sense, the default times are set below, but can be updated by
executing these command lines with the time/power levels you desire.

a. hwc ign set low-power-mode -v 1

b. hwc ign set shutdown-timer -v 10
c. hwc ign set startup-timer -v 10
d
e

. hwc ign set hard-off-timer -v 3000

. hwc ign set shutdown-voltage -v 600
i. Make sure that hard hard time is in addition to the shutdown-timer
ii. If you set 10,800 secs (3hrs) for shutdown, hard timer should be 10,800 (3hrs) +
3600 (1hr) = 14400
iii. This is all very customizable
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Command Description Possible Values

ignition-sense Enables or disables ignition sense 0=off, 1=on
low-power-mode Reduces idle power consumption (recommended on when ignition sense is used) 0=off, 1=on
startup-timer The delay between IGN power being applied and the unit turning on 1-2147483647 (seconds)
shutdown-timer The delay before Windows is shut down when IGN power is cut 1-2147483647 (seconds)

After the shutdown timer has completed, power will be fully cut after X number of seconds. This is
useful in case the system freezes at shutdown.

The low voltage shutdown can be delayed by X number of seconds. A value of at least 10 is
recommended to avoid voltage drop related shutdowns — i.e. when the engine is started.

The unit can shut itself down when a certain low voltage threshold is reached. This helps prevent over
discharging a battery. (1150 => 11.5V)

hard-off-timer 1-2147483647 (seconds)

low-voltage-timer 30-2147483647 (seconds)

shutdown-voltage 600-4700 (centi-volts)

If you want to see the current state of ignition sense, or any of the other settings, you
can type:
iv. hwc ign get ignition-sense
v. You can check the state of other settings by typing their
command with get and without the -v (value)
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